
The Microsoft approach to Zero 
Trust networking and supporting 
Azure technologies



What we’ll cover today

Zero Trust architecture

Compatibility with our existing infrastructure

Modern networking

Microsoft’s enterprise environment



Microsoft environment today

Number of 
employees

Authentication 
requests per month

Microsoft Teams 
meetings per month

Intune-managed 
devices hitting the 
network

On-premises
workload reduction

Papers saved per 
year by using 
eSignatures

Transactions on 
the sales platform 
per day

Supply chain IoT 
data generated daily Chatbot interactions



Cloud networking by the numbers

10
ExpressRoute regions 

worldwide

4
Az LAB zone regions (2 

US, 1 Asia, 1 EU)

9
Azure networking 

services deployed or 

testing

24
Azure Firewall native 

instances deployed

1,200+
ExpressRoute circuits

150
Lab virtual networks

665k+
Internal Microsoft IPs 

30
Minutes to deploy Az FW 

vs weeks for HW firewall

7,000+
Virtual Networks

32
Feature requests with 

Azure PG

30+
Average customer 

consultations per month

$574k
CapEx saved using Azure 

Native Firewall ($36k)



Alignment of initiatives
Deliver modern, secure connectivity to our internal applications and services

Customer 

zero

Internet 

connected

IPv6

Cloud and 

lab optimal

Zero Trust 

networking



Microsoft enterprise networking 2020



Zero Trust architecture

Identities 

Devices

Organization policy

Threat intelligence

Data

Apps

Infrastructure

Network

Security policy 

enforcement

Real-time policy 

evaluation

Visibility and analytics

Automation

Guiding principles of 

Zero Trust:

https://www.Microsoft.com/en-us/security/

1 Verify explicitly

2 Use least-privilege access

3 Assume breach

https://www.microsoft.com/en-us/security/


Zero Trust networking maturity model

Many ingress and egress cloud Fully distributed ingress and egress                                                                             
microperimeters with some cloud microperimeters and deeper
microsegmentation microsegmentation

Cloud native filtering and                     ML-based threat protection and
protection for known threats                filtering with context-based signals

User-to-app internal traffic                   All traffic is encrypted 
is encrypted

Advanced OptimalTraditional



User-connectivity specialization and standardization

Intranet

Direct 
internet

Wired

Employee 
intranet

Custom 
intranet

Employee 
intranet

Guest 
internet

Employee 
internet

Facilities
network

Admin 
network

Engineering 
networks

Guest 
internet



Device assignment in Zero Trust networks
Unmanaged Internet

• Sponsored Access
• Event Access
• BYOD

Managed internet

• Managed devices
• Attested devices

Managed intranet

• Managed devices only
• Mandatory registration 

Specialized segments

• Administration (Infra)
• Research/dev scenarios
• Facilities/building devices
• Supply chain

Guests require employee 
sponsorship

Employees can self-sponsor

User multi-factor authentication

Device attestation and attribution

User multi-factor authentication

Device-management verification

Device-asset registration

Device is preregistered for access 
to specialized segments

Controlled or governed access



Locking down our “open" cloud and datacenter networks
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Goals:

Migrate hundreds of labs to the cloud

Network segmentation (from Corpnet and each other)

Enable engineering agility and time-to-market

Solution:

Leverage cloud native

Scalable infrastructure

Central edge controls

Learnings :

Scalability improved

Performance improved (lack of 

force tunnel)

Future scenario: leveraging native Azure services



Future scenario: connectivity via Azure virtual WAN



Future scenario: Infrastructure as Code



Resources
Access all IT Showcase resources at Microsoft.com/ITShowcase

Implementing a Zero Trust security model at Microsoft

Microsoft IT Showcase

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fimplementing-a-zero-trust-security-model-at-microsoft&data=02%7C01%7Cmichellp%40microsoft.com%7C53c44d4d874748473a2408d76d36ba24%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637097954125286390&sdata=6DU4TKgJ2roYrP6XYLKYFmeTpBV3%2FwClfjCbw1JLvmo%3D&reserved=0
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.microsoft.com%2Fen-us%2Fitshowcase%2Fmicrosoft-365&data=02%7C01%7Cmichellp%40microsoft.com%7C53c44d4d874748473a2408d76d36ba24%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637097954125296348&sdata=R270OjB2Q%2FMKcNN8MlgAo%2FjeNG7siD9%2BIfydxqEUX80%3D&reserved=0


CSEO Showcase
How Microsoft does IT

Visit the website
microsoft.com/itshowcase


